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through messages and voice but also through the exchange of videos and
images. However, along with these developments, there has been a surge in
digital crimes such as defamation, fraud, and drug trafficking. This
investigation aims to compare the performance of forensic tools in obtaining
digital evidence by utilizing applications like Mobiledit, Belkasoft, Mobile
Forensic SPF, and Magnet Axiom, and by applying the National Institute of

D"ufo’ Trafﬁclflng . Justice framework, which consists of five stages: identification, collection,
National Institute of Justice examination, analysis, and reporting. The output of the investigation is
Smartphone presented through reports and evidence, resulting in text chat files, contacts,
WhatsApp images, audio, and view-once images. Forensic tools have a 100% success rate
in finding pieces of evidence. The comparison of the four tools showed
different percentages: Mobiledit Forensic 40%, Magnet Axiom 80%,
Belkasoft 60%, and Mobile Forensic SPF 60% in obtaining evidence. Digital
evidence can be used as strong support in court proceedings.
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1. INTRODUCTION

The use of mobile devices has become an unavoidable need and is in great demand in
Indonesia, especially with the population reaching 276.4 million in 2023, more than 353.8 million
people use smartphones as a means of mobile connection. Most individuals own more than one
smartphone device. Internet users account for 212.9 million people, while 167.0 million Indonesians
are active on various social media platforms, especially to communicate via messaging media (we
are social & Hootsuite, 2023), which can be seen in Figure 1.
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Figure 1. Smartphone user data

As smartphone use increases, Android applications continue to experience rapid
development. One example is an instant messaging application that allows communication via chat.
WhatsApp is the most widely used application in Indonesia, holding the top spot in terms of usage
[1]. The growing use of short messaging applications also comes with growing security risks. Several
parties utilize WhatsApp for cybercrimes, such as online prostitution, cyberstalking [2]-[3],
sextortion, and drug trafficking [4], [5]. Figure 2 shows application usage ranking data from
similarweb.com, with WhatsApp having the most users in Indonesia.
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Figure 2. Statistics of popular applications in Indonesia
Source link https://www.similarweb.com/top-apps/google/indonesia/communication

The top messaging application in Indonesia is WhatsApp, as demonstrated in Figure 2.
However, with the increase in the number of available instant messaging applications, security
concerns are on the rise. This leads some people to abuse instant messaging apps to carry out criminal
activities. One common application used for this purpose in Indonesia is WhatsApp [6]. WhatsApp
is often used to commit cybercrimes, with drug trafficking being a particularly serious concern [7].
To address this issue, there is a need for analytical and forensic methods that can help uncover
criminal activities on social media platforms like WhatsApp. While WhatsApp allows for text
communication and image sharing, it also introduces security vulnerabilities.

Digital forensics involves using computer technology to gather legal evidence, employing
advanced technology and computers to prove crimes, and utilizing digital evidence to catch
criminals. Mobile Forensics is a branch of digital forensics that aims to discover and identify
cybercrimes. Its goal is to legally process the evidence [8]. Digital evidence often exists as electronic
data, including documents, emails, contacts, text messages, and media files like sound, images, and
videos. In Cybercrime investigations, it is emphasized that having a structured forensic framework
is crucial to enhance the efficiency and effectiveness of the investigation process [9], [10].
Researchers commonly utilize various well-known structures, such as the National Institute of Justice
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(N1J) [11], the National Institute of Standards and Technology (NIST) [12], the Digital Forensics
Research Workshop (DFRWS) [13], the Association of Chief Police Officers (ACPO) [14], [15], and
the Integrated Digital Forensic Investigation Framework (IDFIF) [16].

The research previously conducted was titled “ Google Drive Android Acquisition Using
Oxygen and Mobiledit with the National Institute of Justice Method ”. This research aims to gather
evidence of digital crimes stored on Google Drive using acquisition tools such as Oxygen Forensics
and Mobiledit [17]. Another study with a similar focus is entitled “ Comparison of Android-based
Instagram Digital Forensics Tool with approach from NIST [18]. This research outlines the use of
forensic tools to recover digital evidence from the Instagram platform. The third research entitled
"Forensic Analysis of the MiChat Application Using the Digital Forensics Research Workshop
Method", this research was conducted on the MiChat application using the approach from the Digital
Forensic Research Workshop (DFRWS). This research aims to uncover evidence related to drug
trafficking that occurs on the MiChat platform [19]. The following research, titled "Digital Forensic
Analysis of the WhatsApp Application on i0S-Based Smartphones Based on the Association of
Chief Police Officers (ACPO)", aims to investigate criminal acts such as revenge porn crimes on the
WhatsApp application [20]. The latest research entitled "Comparative Analysis of Recovery Tools
For Digital Forensic Evidence Using NIST Framework" aims to compare the performance of forensic
tools in recovering deleted data in the form of contact data, call logs, and messages used as evidence
in trials [21].

The relevance of this research to previous research in the field of digital forensics. Research
on Google Drive acquisitions using Oxygen and Mobiledit with NIJ methods shows similarities in
Mobiledit's use of forensic tools to collect digital evidence from different platforms. A comparative
study of Android-based Instagram digital forensic tools that adopt the NIST approach emphasizes
the importance of forensic standards, as does this research that uses the N1J framework. Other studies
using the DFRWS method for the MiChat application and the ACPO approach for WhatsApp
highlight the use of different forensic methodologies to collect digital evidence from the same or
different applications for similar purposes. Additionally, this study also compared the performance
of several forensic tools, similar to studies comparing data recovery tools using the NIST framework,
demonstrating consistency in the evaluation of the effectiveness of forensic tools.

Application of the framework developed by the National Institute of Justice (NIJ) for
handling criminal cases involves five stages of the forensic process [22]. The initial stage is
Identification, where the case is identified at the scene of the crime. The next stage is Collection,
wherein physical and digital evidence is gathered and recorded. The third stage is the Examination
phase, during which digital data is gathered and stored as a backup [23]. Stage four involves Analysis,
during which digital evidence is examined using forensic tools [24]. The final stage is Reporting,
where a detailed report is made about the entire forensic process that has been carried out [25].

Therefore, what differentiates this research from previous ones is the use of evidence
acquisition tools and adding research material in the form of image view once in each acquisition
process. This investigation aims to compare the performance of the MOBILedit Forensic, Belkasoft
Evidence, Mobile Forensic SPF, and Magnet Axiom tools in acquiring digital evidence, as well as
carrying out forensic analysis on the WhatsApp application. This research adopts the National
Institute of Justice framework to recover digital evidence in drug trafficking cases.

2. RESEARCH METHOD

Using the right framework in the digital evidence collection process can increase accuracy
in data collection. Figure 3 shows the steps for implementing the NI1J framework. Figure 3 explains
the application of the NIJ framework that investigators tried in the process of investigating drug sales
cases on the WhatsApp application. The flow in the NIJ framework has five processes which can be
seen in Figure 4.
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a. Identification

The identification stage is grouping evidence of digital crimes and collecting data that
supports investigations to find evidence of digital crimes. At this stage, including the process of
identification, labeling, and recording to ensure the integrity of the evidence is maintained, in this
research, the evidence was in the form of a smartphone.

b. Collection

During the collection stage, various activities are carried out to gather data supporting the
investigation process for digital crime evidence. This involves retrieving data from relevant sources
and ensuring the integrity of the evidence.

c. Examination

The examination stage involves forensic examination and data collection from physical
evidence. To maintain data integrity, utilize a combination of scenarios, either automatically or
manually. At this stage, a forensic process is also carried out using four software.

d. Analysis

The stage of analysis is carried out after obtaining the desired digital files or data from the

previous examination. Next, the data is analyzed in detail and comprehensively using technically and
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legally appropriate methods to provide strong evidence for the data. The results of the analysis of the
digital data are then considered as digital evidence that can be scientifically and legally accountable.
e. Reporting

The reporting stage is carried out after obtaining digital evidence from the inspection process
and involves thorough analysis. At this stage, analysis results are reported which include an
explanation of the actions taken, a description of the tools and methods used, an identification of
supporting actions taken, and recommendations for improving policies, procedures, tools, or other
supporting aspects in the digital forensic action process.

The research subject in this instance is the WhatsApp application. The institution responsible
for development and security standards is N1J, which has the authority to refer to digital forensics
[26].

2.1 Research Tools and Materials

This research involves the use of several tools including the Oppo a37f mobile device, HP
core 17 laptop, USB connector, and other supporting devices, namely the WhatsApp application,
MOBILedit Forensic, Belkasoft Evidence, Mobile Forensic SPF, and Magnet Axiom. These forensic
analysis tools are listed in Table 1.

Table 1. Research Tools and Materials

Tools and Software Information
Oppo A37f Object of research
Laptop Hp Windows 11, 64 Bit, § GB RAM
USB Connector Connection Smartphone
WhatsApp Messenger Software test
Mobiledit Forensic Express Tool Forensic
Belkasoft Evidence Tool Forensic
Mobile Forensic SPF Tool Forensic
Magnet Axiom Tool Forensic

The use of the four forensic tools in Table 1 is based on their respective advantages in digital
data analysis. Mobiledit Forensic has the advantage of extracting data from various mobile devices.
Belkasoft Evidence Center is strong in in-depth analysis of various types of data, including chat and
social media. Mobile Forensic SPF focuses on recovering deleted or damaged data. Magnet Axiom
offers cross-platform analytics that integrates data from mobile devices, computers, and the cloud.
This combination ensures a comprehensive approach to collecting and analyzing digital evidence,
supporting the accuracy of forensic research results.

2.2 Case Simulation

Simulation of drug trafficking cases via the WhatsApp application between one seller
(perpetrator) and one buyer (victim). Figure 5 shows the interaction between sellers and buyers in
sending chat messages. The simulation of this drug sales case is seen in Figure 5.
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Figure 5. Simulation of drug trafficking cases on WhatsApp
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Figure 5 explains a case simulation on the WhatsApp application installed on a smartphone,
where an individual acts as a drug seller who carries out transactions via text, and audio
conversations, as well as sending photos of types of illegal drugs to interested users. After the drug
user is caught by the police, the drug seller deletes several messages that have been sent. Therefore,
the police need an investigator or investigator to help collect the digital evidence needed to solve the
case.

3. RESULTS AND DISCUSSION

This section should explain the research conducted comprehensively, covering various sub-
topics. In addition, presenting findings and analysis in the form of figures and tables will provide
strong visual support for the results obtained. It is hoped that the results and discussions from this
research will make a major contribution to the understanding and development of this field.

3.1. Identification

This study uses simulated cases on mobile devices as physical evidence in drug trafficking
cases. It considers digital evidence such as text chats, contacts, images, viewed images, and audio as
relevant parameters. Figure 6 presents specific information about the Oppo A37f smartphone.

Manufacture Oppo

Product Oppo_A37f
Platform Android

Iie:ﬁer 438d155

IMEI1 864877032648772
IMEI2 864877032648764
SIM Card Yes

Figure 6. Evidence of smartphone specifications

3.2. Collection

The second stage is data collection which includes identifying digital evidence originating
from the WhatsApp application. The digital evidence acquisition process carries high risks, including
the possibility of serious errors occurring which could result in loss or damage to data on digital
evidence that cannot be read by forensic tools. Therefore, investigators must conduct physical
imaging or perform backup steps, also known as logical acquisition. Magnet Axiom is a tool used to
perform the backup process, providing a reliable backup system for mobile devices to ensure the
security and reliability of the obtained evidence. The results of this acquisition are stored in zip file
format, the importance of the authenticity of the evidence is very sensitive, because changes to the
original evidence are considered as changes to the evidence presented. Figure 7 is the acquisition
process using Magnet Axiom with the output in the form of a zip file.
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Figure 7. Acquisition Process in Magnet Axiom Software with Zip file output

3.3. Examination

Examination is the stage where investigators examine digital evidence collected through a
scanning framework with the actions taken in artifact acquisition. Artifact selection is an important
step because various types of artifacts are produced from the extraction process, such as log records
and databases obtained in the backup file folder. Investigation procedures involve the use of forensic
tools to analyze and process evidence data, such as filtering hash files, and investigators carrying out
extraction using appropriate software or tools such as the Magnet Axiom tool. Extracted data files
include conversation text files, contact files, image files, audio files, and view-once image files. The
authenticity of each piece of digital evidence will be verified using a hash generator tool to ensure
that the digital evidence has not been altered. The extraction process was carried out using the Magnet
Axiom tool, which can be seen in Figure 8.
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Figure 8. Checking hash value of evidence file

Table 2. Artifact Extraction Results and Evidence Validation

Evidence Directory File Name Hashing File
Text Chat phone\applicationsO\ 38175354363 cbc79767¢7d24c2bc40
com.whatsapp.im\backup\db\ 56331social.db 98b65731fe39b
381753543635633 1social.db
Contact phone\applicationsO\ 79095378563 cbc79767¢7d24c2bc40
com.whatsapp.im\backup\db\ 58531social.db 98b65731fe39b
790953785635853 1social.db
Images phone\applicationsO\ 6jpj7po8stzth ed9dbb3a490317532dbfg8f
com.whatsapp.im\ epm24kfthn7h0 a647d906e
live_external\cache\uil-images\
6jpj7po8stzthepm24kffhn7h0
Audio phone\applicationsO\ F8g1385975 89738e796942a64e¢9743a6
com.whatsapp.im\live_external\ 7148722.0gg 09254c40cc
files\audio\4273\

F8g13859757148722.0gg

Image view once

3.4. Analysis
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Analysis is data that comes from the extraction results during the examination session which
are explained in detail according to the procedure. All information uncovered during the examination
process is interconnected to determine if it aligns with the predetermined research procedures and
simulations for identifying digital evidence. Investigators used four forensic applications, namely
Mobiledit Forensic, Magnet Axiom, Belkasoft, and Mobile Forensic SPF. The analysis procedure
involves further investigation based on determined parameters, such as conversation text and
telephone numbers. Investigators analyzed the search and matching of evidence related to images,
audio, and image view once using the Magnet Axiom device. Afterward, all the collected evidence
will be compiled and presented in a report by investigators, aiming to facilitate comprehension for
non-experts. The results of the analysis of each software used are stated in Table 3.

Table 3. Acquisition results of each forensic tools
Digital evidence obtained

Digital Evidence Mobiledit Magnet Belkasoft Mobile Evidence
Forensic Axiom Forensic SPF
Text Chat 0 27 0 0 27
Nomor Telephone 0 1 1 1 1
Image 1 1 1 1 1
Audio 1 1 1 1 1
Image View Once 0 0 0 0 1

Percentage of

Success 40% 80% 60% 60% 100%

Based on Table 3. The digital evidence obtained was text chats sent by 27 chats found using
the Magnet Axiom tools. 1 contact file was successfully found, and 1 contact and 1 image file were
found by the four tools, namely MOBILedit Forensic, Magnet Axiom, Belkasoft, and Mobile
Forensic SPF. The audio file evidence found was 1 audio file using the MOBILedit Forensic tool, 1
audio file using Magnet Axiom, 1 audio file using Belkasoft, 1 audio file using Mobile Forensic SPF,
and 1 file sent. 1 Image view once file cannot be found in all tools because in this study the rooting
process was not carried out on mobile devices, and the function of forensic tools was limited.
Evidence of text chat, contact, and image view once, cannot be read or found due to the limited
functionality of the MOBILedit Forensic tool. Axiom Magnet tools cannot find the Image view once
file. Furthermore, the evidence that could not be found by the Belkasoft and Mobile Forensic SPF
tools was the text chat file and image view once file. The percentage of digital image views once
evidence is 0%. Comparing the parameters of the evidence found with the parameters of the four
tools used to find the evidence sent, the overall success rate is 100% because each tool still has
weaknesses in finding evidence. Achieving a higher level of success depends on the capabilities of
the forensic tools used. A comparison of forensic tools for digital evidence can be seen in Table 4.

Table 4. Forensic Tools Comparative Acquisition Results
Forensic Tools

Results Mobiledit Forensic Magnet Axiom Belkasoft Mol?lle
Forensic SPF
Text Chat not found found not found not found
Nomor Telephone not found found found found
Image found found found found
Audio found found found found
Image View Once not found not found not found not found

Based on Table 4, various indicators are utilized as forensic evidence in drug trafficking
cases. Discrepancies in the results obtained from the four forensic tools such as Mobiledit Forensic,
Magnet Axiom, Belkasoft, and Mobile Forensic SPF. MOBILedit Forensic found evidence in the
form of images and audio as much as 2 out of 5 digital pieces of evidence according to the case
simulation which was the parameter. Magnet Axiom found 4 out of 5 pieces of evidence for the
parameters sought, Belkasoft successfully identified 3 out of the 5 key parameters, while Mobile
Forensic SPF found 3 out of the 5 key pieces of evidence. In the given scenario, it can be inferred
that the tools have the following accuracy levels in acquiring evidence: 40% for Mobiledit Forensic,
80% for Magnet Axiom, 60% for Belkasoft, and 60% for Mobile Forensic SPF.

International Journal of Advances in Data and Information Systems, Vol. 5, No. 2, October 2024 : 113-122



Int. J. Adv. Data Inf. Syst. ISSN: 2721-3056 a 121

3.5. Reporting

Reporting is an evaluation of evidence obtained in this simulation, involving an Oppo A37f
cellphone that is not rooted. It can be concluded that the forensic framework is still able to reveal
some digital evidence such as conversation text, images, and audio used in drug buying and selling
activities.

Table 5. Information report on drug trafficking cases

Information Evidence Result
Oppo A37f Smartphone Android 4
Nomor Handphone 08371754598 v
Account name Elephent v
Conversation Time - -
Chat Evidence File 27 v
Contact Proof File 1 v
Image Evidence File 1 4
Audio Evidence Files 1 4
Image View Once Evidence File 1 -

Mobiledit Forensic, Magnet Axiom,
Belkasoft, dan Mobile Forensic SPF

<

Tools Forensic

A comparison of the results of the performance of tools on the Oppo A37f smartphone when
rooting was not carried out using four forensic applications to restore data, namely Mobiledit
Forensic 40%, Magnet Axiom 80%, Belkasoft 60%, and Mobile Forensic SPF 60%.

4. CONCLUSION

Based on the results of investigations into drug trafficking crime cases using the WhatsApp
application with the NIJ framework, several tools such as MOBILedit Forensic, Magnet Axiom,
Belkasoft, and Mobile Forensic SPF were used to obtain digital evidence such as text chat files,
contacts, images, audio, and image view once. Overall, the authenticity of evidence can be verified
by hashing files, and the success rate in finding evidence based on parameters reaches 100%
according to the capabilities of forensic tools. The research results were by the research objectives,
and investigators found that the Magnet Axiom tool had the highest success rate, namely 80%.
However, the weakness of this research is that the four forensic tools used were unable to find image
views once in the WhatsApp application.
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